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Summary:
Model Technology did a survey reaching out to enterprise-level organizations across a number of industries, asking about their perceptions of,
and need for, Unified Endpoint Management. While respondents mostly
agreed about what Unified Endpoint Management was and what benefits
it could provide, we found some underlying trends in the data that reveal
specific misperceptions, needs, and opportunities:

•

Mobile devices are gaining as a share of total devices. However, many
organizations lack the ability to appropriately monitor these devices and
check for compliance.

•

Server and workstation availability are highly prioritized, even more so than
patching and compliance, indicating a lot of opportunity for automating key
infrastructure functions.

•

Rates of user satisfaction, though not low, show that there is opportunity for
providing a more seamless end-user experience.

•

Rarely do IT departments having infrastructure challenges across the board;
but almost every department has an area for improvement.

•

IT professionals are still somewhat unclear as to what form a UEM solutions
actually takes (a dashboard, piece of software, an architecture, an approach,
a set of processes and policies, etc.). In truth, UEM involves all of these, and a
vendor offering just one piece is offering an incomplete solution.

•

Organizations continue to put themselves at risk and/or miss opportunities
by not pursuing UEM solutions. Many are unaware that they might well
already have the tools for achieving UEM without increasing costs significantly.
This points to a strong need for UEM as a Service.

•

The ROI for an effective UEM solution is quite high, if done right, and if exiting
tools can be leveraged.
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Why is Unified Endpoint Management
Suddenly a Big Deal?
Today’s enterprise infrastructure looks different than it did even 10 years ago. Along
with the increasing number of desktops and laptops, networks now have to include
any numbers of tablets, phones, and other mobile devices. Managing such a varied
mix of endpoints becomes even more time consuming when you consider the
rapid pace of patches and updates, the rampant growth of cybersecurity threats,
and the increased pressure to prove compliance.
Unified Endpoint Management (UEM) is the latest industry attempt to unify and
simplify this task. It is an approach to securing, standardizing, updating, and
controlling all endpoint devices across an enterprise in a single, cohesive manner.
But, as we shall see, UEM is not just a set of tasks, a software tool, or a single dashboard, though these are all critical parts of UEM.
Many experts who previously discussed Mobile Device Management (MDM) or
Enterprise Mobility Management (EMM) are now talking about UEM as a single,
comprehensive solution that takes the place of these, and more.
We here at Model Technology Solutions wanted to get an idea of how pressing the
need for UEM is across industries, as well as what IT professionals own perceptions
were of UEM. We did this by sending out a short survey to over 10,000 IT professionals and decision makers at enterprise-level organizations. We then took the
responses collected over a 1-month period and digested the data here for all to
see. (Plans are underway to let more people take the survey in an effort to get
on-going data about the state of the art in this area.)

Survey Respondents
The survey was sent out via email to a list of over 10,000 people nationwide. All
recipients worked in enterprise-sized organizations representing a wide range of
industries. The vast majority of recipients were in IT departments and had some say
over the organization’s IT infrastructure and budget.
Responses came from a variety of different industries, with the Financial Industry,
Healthcare, Professional Services, and Wholesale & Logistics being the most represented (see Figure 1). These four industries accounted for just over half of the
responses. We note, too, that 18% of respondents reported their industry as “other,”
making it tied for first (with Financial) as the most common response.
 For privacy reasons, we have chosen not to report individual titles or roles within organizations,
or provide aggregate data on these.
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Responses by Industry
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Figure 1

Manufacturing
7.4%

Respondents also varied in terms of the size and make-up of their environments.
The average (modal) respondent had under 1,000 servers in their environment,
but between 1,000 and 5,000 workstations. The number of end-users closely
reflects the total number of workstations as well.
Interestingly, the number of mobile devices has almost “caught up” with the
number of workstations: While roughly 40% of respondents reported an environment with fewer than 1,000 mobile devices, 33% reported an environment with
1,000 to 5,000 mobile devices. (44% reported an environment with that many
workstations.)
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Do IT Departments Understand What
Unified Endpoint Management Is?
For the most part, yes.
When asked to define what “Unified Endpoint Management” is, survey respondents
frequently mentioned the following elements in their answers:
• A “single” solution (single pane, single view, single dashboard, single tool, one
system/tool, etc.) -- mentioned 35% of the time
• A comprehensive solution (encompassing, holistic, “work across all endpoints,” etc.)
mentioned 28.5% of the time.
• A centralized solution (centralized management, centralized command point, etc.)
mentioned 25% of the time
Though the exact wording varied, most respondents (76%) picked up on at least
one of these elements.
Several respondents also pointed to the various goals or outcomes that they
expected UEM to achieve for the enterprise. These included:
• Better security/protection
• Easier deployment and configuration • Better efficiency
• Less workload
• Patching
• “Alignment”
• Automation
All that said, answers did differ in terms of what, precisely, UEM was. For example,
many answers implied that it was a software solution, or a dashboard or pane.
But many answers also referred to it as a set of standards or management policies.
Other answers included that it was a common reference point, a process, an
approach, an architecture, or a goal.
This reveals what might be, for IT professionals, a larger confusion hiding just under
the superficial agreement about what UEM is. Vendors are only adding to the
confusion; for example, many organizations offering a UEM solution are referring
to a software solution (and perhaps some consulting around that solution for setup
and deployment).

But true UEM is more than just a piece of software, a dashboard, or a
console. It also reflects a number of decisions about the management
of one’s environment, how those decisions are reflected in various
practices of infrastructure maintenance, and the tools used to manage
and automate those practices.
Seen that way, it makes sense to achieve UEM through a multi-partner relationship.
For example, Microsoft may provide the basic tools for UEM, with another vendor
(like Model) then offering to set up, deploy, and automate those tools in accordance with specific business decisions.
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Indicators of the Need for Unified
Endpoint Management.
Survey recipients were asked to estimate their degree of success on a number of
indicators that measure adequate endpoint management generally, including:
• Percentage of servers in full compliance
• Percentage of workstations in full compliance
• Percentage of mobile devices in full compliance
• Percentage of servers and workstations being patched with the more current
relevant patches
• Workstation availability
• Server availability
• Business user satisfaction
Generally, most respondents rated their environments highly on many of these
measures. For example, roughly two thirds (66%) of respondents felt that at least
three-quarters or more of their servers were in compliance, and 69% percent felt
that at least three-quarters of their workstations were in compliance. The majority
of respondents also rated their percentage of devices being patched and their
availability of both servers and workstations as being very good. (Server uptime
was the metric showing the most success, with 78% of respondents indicating that
more than 95% of their servers were available at any time.)
The data did show, however, some interesting trends that raise questions about
true needs when it comes to UEM:

Metrics for Mobile Missing?

Respondents were much less likely to indicate high levels of compliance for their
mobile devices (especially when compared to servers and workstations). Much of
this was due to the fact that a significant chunk of respondents (22%) indicated
that they simply did not know their rate of compliance. By comparison, only a tiny
minority of respondents said they did not know their percentage compliance for
servers (3.7%) and workstations (3.7%). In short, many enterprise-level organizations
are failing to keep tabs on compliance for mobile devices, reflecting a lack in
proper mobile-management. This represents a huge potential security threat,
especially given the growing number of mobile devices in enterprise environments
(see above).

How Many is Too Many Disgruntled Users?

Nearly 52% of respondents said that between 76% and 95% of their business users
were “satisfied” overall. At first, this sound like a fairly high number: It’s impossible
to please everyone, after all, and a vast majority—at least three-quarters—of
business users are satisfied. A little reflection reveals, however, how problematic
these numbers are. Recall that respondents are in enterprise organizations, with
the average number of end-users being between 1,000 and 5,000 people. One
quarter of 5,000 means a total of around 1,250 users that are dissatisfied. This could
mean several entire departments, or a large geographic region.
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If Availability is King, is Automation Queen?

Respondents indicated high levels of device availability, especially for servers.
Availability rates outstripped the rate at which the most recent patches were being
deployed, indicating that most IT departments were putting more value on
up-time than on having the latest patches. This could further indicate the need for
better patch management automation so that a regular routine patching can be
done in a timely manner without disrupting device availability.

Can Unified Endpoint Management
Help With IT Speed And Efficiency?
A number of survey questions addressed the average time departments needed to do
various routine infrastructure tasks, including:
• Provision new workstation
• Provision new server
• Wipe a mobile device
• Provision BYOD endpoint
• Deploy a new updated operating system to a workstation or laptop
• Inventory endpoint applications
• Assess endpoint health
• Identify trouble ticket root cause
Average (modal) times spent on these activities are given in table 1, as well as the
percentage of respondents taking more than the average time.
 Since each organization was unique, we left it to survey taker to define for himself or herself who

counted as a business user, and what the metric for “satisfaction” was. Given that, it makes the finding in
this section even more surprising.

 Some percentages might not add up to 100% due to rounding errors.
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Modal response

Percentage taking
more than the
modal time

Provision new workstation

Less than 1 day (41%)

30%

Provision new server

Less than 1 day (31%)

42%

Wipe a mobile device

1-2 hours (58%)

42%

Provision BYOD endpoint

1-2 hours (56%)

44%

Deploy a new updated operating
system to a workstation or laptop

1-3 days(31%, tied
with 1-2 hours)

19%

Inventory endpoint applications

Less than 1 day (27%)

50%

Assess endpoint health

Less than 1 day (38%)

29%

Identify trouble ticket root cause

Less than 1 day (38%)

46%

Table 1:
Time to Perform Critical
Infrastructure Activities

Overall, the majority of respondents reported that they could do the majority of
these activities in less than a day. There were a few interesting observations,
however:
1. The activity that took the most time for respondents was provisioning a new
server. 42% replied that this took more than a day, and a full 16% said that it
took more than a week (on average).
2. Finding root cause of a trouble ticket was also comparable slow, which might
indicate a lack of proper reporting and diagnostic tools (or access to them).
3. Lack of speed or efficiency was rarely “across the board.” Relative slowness in
one activity did not necessarily translate into slowness in other activities.
For example, some organizations needed a lot of time to provision a new
server, but then needed less than a few days or a few hours to provision a
workstation, wipe a mobile device, inventory applications, etc. This indicates
that, among respondents, there was not a general lack of skilled IT personnel
or technology. Rather, there were specific circumstance (or possible points of
weakness) that needed addressing.
4. The industries that most often reported slower rates of these activities were
Manufacturing and Retail/Restaurant/Lodging. (Healthcare reported the
fastest rates of these activities, likely because they have to be, given the
time-critical nature of their environments and heavy regulatory/compliance
requirements.)
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Is There an Positive ROI for UEM?
Every tool has a cost, in terms of both dollars and manpower.
That cost is justified (or not) depending on the value it brings to the organization.

Here are a few benchmarks that justify the value of a UEM solution:

• Security.

According to the 13th annual 2018 Cost of a Data Breach Study: Global Overview
from IBM Security and the Ponemon Institute, the global average cost of a data
breach in 2018 was $3.86 million—a full 6.4 percent increase from the previous
year. Timely patching can prevent such breaches, at a mere fraction of the cost.

• Manpower.

A survey by the SANS institute found that, while the majority of organizations
have between one and five people tasked with endpoint maintenance and
security, the number of people can be as high as fifteen or more for some
organizations. Introducing automation into a UEM solution can free up 60-80% of
those manpower hours.

• Poor end-user experience.

Poor end-user experience can put a significant dent into productivity. While UX
is a large part of this, UEM plays a role too, as it can cut down on endpoint down
time, manage reboots in an intelligent way, and hopefully avoid software
conflicts and crashes.

• “Shadow” IT.

Without proper UEM, end-users often turn to their own solutions (installing their
own patches, bringing in applications that have not been whitelisted, etc.). A
recent study from Dell EMC suggests that data loss and downtime associated
with shadow IT costs organization worldwide a total of $1.7 trillion each year.

• Speed.

All of the above is exacerbated when IT cannot act quickly enough. Organizations
that are slow to apply critical patches, fail to take advantage of automation,
unresponsive to end-user needs, and sluggish about containing unauthorized
applications and patches, are at the higher end of the curve when it comes to
IT costs.

We also note that, of all the UEM solutions out there, Microsoft’s own family of
solutions has been rated as one of the most cost-effective to implement, given that
the tools are already woven into several of Microsoft’s products. A Managed Services
solution can easily customize and deploy these tools, achieving a significant ROI for
more enterprises.
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OK, the Dry Stuff is Out of the Way.
What’s Really Next in UEM?
UEM is all over the place nowadays. A lot of folks know about it, and a lot of vendors are
offering it. But what should you really be on the lookout for? What are the trends, and
what will the offerings of the future look like?
First, we suggest that you know your needs. You might be in an industry where
compliance is essential—or in one where it is less important. Server and workstation
availability might be all-important for your environment, but that’s not the case for
every environment. And for some organizations, taking a week to provision a new
server or install a new operating system might not be a big deal. In others, it could
mean the end of your job. Know what is important in your organization and your
industry.
(That said, cybersecurity is important for EVERYONE. The threat of malicious
actors should be enough to encourage organizations to find and deploy critical
patches in a timely manner.)
Also, as we stated above, few organizations have problems across the board when it
comes to endpoint and data center management. Look at benchmarks, note your
weaknesses, and vow to work on those.
Second, when looking for a UEM solution, try to think beyond a single piece of
software or dashboard. Note the kinds of questions that vendors are asking of you.
Hopefully, they should go well beyond “How many endpoints do you have, and what
OS are they running?”
Third and finally, try to anticipate the future. Even if you don’t have many mobile
devices now, the trend is headed in that direction. You will need to be able to monitor and manage these when the time comes. Automation will also be important
when the next financial crunch comes and you are scrambling to do more with less.
But fewer IT resources should not make your existing infrastructure more vulnerable.
In summary, though there are broad areas of agreement as to what UEM is and why
it is needed, it is not always clear what a UEM offering must entail. In some cases, a
new software solution might well be needed. In other cases, there might already be
a software solution to hand (for example, if you have certain Microsoft products) and
what is needed is consultation to guide you through the various business decisions
that affect use and deployment. Whatever your organization needs, we hope we
have provided some clearer benchmarks so you can assess your own situation.

Have questions about this report? Or about UEM in general?
Send them off to:

Steve Bowman
Model Technology Solutions
steve.bowman@model-technology.com
Mobile 636-577-9055
Facebook | Twitter | LinkedIn

11

