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Enabling secure
remote work with

Microsoft 365
Business Premium




Microsoft 365 for business
New name, same great value, same price.

Office 365 Business Essentials 9 Microsoft 365 Business Basic
Cloud services Cloud services

Office 365 Business Premium 9 Microsoft 365 Business Standard
Cloud services and desktop apps Cloud services and desktop apps

Microsoft 365 Business 9 Microsoft 365 Business Premium

Cloud services, desktop apps, and advanced security Cloud services, desktop apps, and advanced security

Effective on April 21st, 2020



Microsoft 365 for business

New name, same great value, same price.

Microsoft 365 Business Basic

Cloud services

Microsoft 365 Business Standard

Cloud services and desktop apps
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Exchange

Exchange

Teams SharePoint  OneDrive
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Teams SharePoint  OneDrive Outlook Word Excel PowerPoint  Publisher Access

Microsoft 365 Business Premium
Cloud services, desktop apps, and advanced security

Exchange
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Intune

Hh ok @ E WS

Teams SharePoint  OneDrive Outlook Word Excel PowerPoint  Publisher Access

Azure Information  Defender Conditional Windows
Protection Access Virtual Desktop

Note: Not all features/product logos shown.
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What we'll cover:

What are the security challenges small and mid-
sized businesses face with shift to remote work?

How does Microsoft 365 Business Premium help
in securing your remote work environment?

Why is Microsoft 365 Business Premium the
right choice for you?



Today's SMB IT environment is challenging

You need to help employees stay connected and productive in a remote, distributed world while
keeping your business safe from cyberthreats and data loss
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Amidst a landscape of increased COVID-19 related cyberattacks

COVID-19 Exploited by Malicious Cyber WHO reports fivefold increase in cyber

Actors attacks, urges vigilance

"...groups and cybercriminals are targeting "Since the start of the COVID-19 pandemic,

individuals, small and medium enterprises, WHO has seen a dramatlc.lncrease In the

and large organizations with COVID-19- number of cyber attacks directed at its staff,

related scams and phishing emails” and email scams targeting the public at
large.”

-Department of Homeland Security, April 8 2020, CISA Alert (AA20-099A) World, Health Organization, 23 April 2020 News release



https://customers.microsoft.com/en-gb/story/razer-gaming-microsoft-365
https://www.microsoft.com/en-us/microsoft-365/blog/2018/08/01/adventist-health-system-is-enhancing-healthcare-delivery-using-microsoft-365/?ms.o365url=adventist
https://www.who.int/news-room/detail/23-04-2020-who-reports-fivefold-increase-in-cyber-attacks-urges-vigilance
https://www.us-cert.gov/ncas/alerts/aa20-099a

The shift to working from home brings questions and challenges

X

How do | give
employees access to
critical on-premises
apps from home?

How do | make sure the

How do | protect devices my employees
employees from . 0 use are seZure’IO ’
increased phishing .
attacks?

How do | keep
confidential data
from being left on
personal devices?
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Enable remote work with Microsoft 365 Business Premium

Empower people to stay productive

Enable people to meet Communicate in an Access and co-author via
via videoconference ad hoc way via chat cloud file storage

Maintain security & control

Enable secure remote Secure personal and Safeguard confidential
access and protect identity ~ company owned devices  business and customer data
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Enable secure remote access and protect identity



Remote work starts with securing identity and access

Provide secure access
to work apps
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Enable remote
desktop access

Sl'
Protect users against

cyberthreats like
phishing
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Secure access to work apps — with Azure Active Directory

) Control “where, when and who" connects to Sign-in Azure AD Apps and data
Office apps with Conditional Access

Cloud apps
<&
%

g N C -
! !

Protect against lost or stolen passwords with

Multi-Factor Authenticati /
ulti-Factor Authentication

) Enable your employges to remo’Fer access @ S SR s 0 Neworkngand ¢
on-premises apps without opening broad Mlow  Reare ok Reh) App Proxy i ® o

access to your network with App Proxy
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Conditional Access l
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On-premises perimeter-based networks

"We are rolling out the full Azure AD Premium P1 capabilities to new Microsoft 365 Business Premium customers. Rollout to current Microsoft 365
Business Premium subscribers is scheduled thereafter over the next few months. For more details refer to the blog announcement.


https://techcommunity.microsoft.com/t5/small-and-medium-business-blog/azure-active-directory-premium-p1-is-coming-to-microsoft-365/ba-p/1275496

Enable remote desktop access with Windows Virtual Desktop

) Deliver the only multi-session Windows 10 experience
that's highly scalable and stays up to date

) Enable optimizations for Office

) Migrate RDS desktops and apps and simplify
licensing and reduce costs

) Deploy and scale in minutes. Manage
with unified admin interface in Azure Portal

2 Support any end-user device platform including
Windows, Android, Mac, i10S, and HTML 5

Windows 10
+
Windows Office 365
Server

B" Microsoft Azure




Protect users against cyberthreats with Advanced Threat Protection

Y Protect against malicious links in email or Teams with
real time scanning using ATP Safe Links

) Get Al-powered malware scanning for attachments in
email and shared document links in Teams and
OneDrive with ATP Safe Attachments

) Defend against impersonation and spoofing with ATP
anti-phishing

) Get better protection on Windows devices against
suspicious processes like ransomware with Microsoft
Defender AV
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) https://nam06.safelinks.protection.outlook.com/?url:

B Microsoft

This website has been
classified as malicious.

Opening this website might not be safe.

We recommend that you don't open this website, as opening it might not
be safe and could harm your computer or result in malicious use of your
personal data.

X Close this page

Continue anyway (not recommended)

Powered by Office 365 Advanced Threat Protection
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Secure personal and company owned devices



Secure and manage the devices that access your company's data

*®
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Manage work data Secure Windows Automate deployment
on mobile devices devices using Autopilot




Manage work data on mobile devices with Intune

Mobile Device . Enroll devices for %" Proelisionfslettings,

_________ certs, profiles
Management (M DM) i’ @ E i Mmanagement prorti
Conditional Access: i Iﬁ Report & measure I]‘II Remove corporate
Manage access to company | | B=F  device compliance data from devices
owned devices. : . remotely

Mobile Application m; Publish mobile = Configure and
update apps
Management (MAM) é apps to users . P PP
Conditional Access: = o ] Reportapp Secure & remove
used to access work email within mobile apps

or files on personal devices



Secure Windows devices with Intune MDM policies

Y Require automatic updates on all
of your Windows 10 devices

Set Windows 10 device configuration

ce to your organization, they'll automatically receive the settings you configure below. You
<t version of Office installed on their devices, We recommend that you start with the default

Y Enforce Microsoft Defender protections
against malware

) Require use of BitLocker encryption to Cremmem— ::
prevent unauthorized access e e o ity o o e e O N

Help protect files and folders on PCs from unauthorized access with BitLocker -I an

Install Office on Windows 10 devices ©




Automate Windows deployment using Autopilot

2 Drop-ship management-ready devices

) Significant cost and time savings
in OS deployment

) Bypass traditional image-based deployment

2 Ongoing ability to do automated provisioning
of apps, configurations and user settings

) Easy new device experience for end-users
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Safeguard confidential business and customer data



Safeguard your sensitive customer and business data

Protect against accidental
data leaks
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Control access to sensitive
emails and documents

Get visibility into cloud app
use



Protect against accidental data leaks with Data Loss Prevention

|dentify sensitive information across many
locations and apps

Prevent the accidental sharing of sensitive Prevent leaks of sensitive data
information

Protect sensitive information in the desktop
versions of Excel, PowerPoint, and Word

Help users learn how to stay compliant
without interrupting their workflow

Includes templates for HIPAA, PCI-DSS
and other common policies, so you don't
need to build these from scratch Create data loss prevention policy




Control access to your data and documents with Azure Information
Protection

Financial History.docx - Word
Mailings

- ® =
_ 14 8 AaBbCcDc AaBbCeDe AaBbC
Protect TMormal T MNoSpac.. Heading1 |5 Editi

> Control whether an email can be forwarded,
printed, or viewed by non-employees

> Control whether a document can be edited,
printed, or viewed by non-employees. You
can aIso reVOke dCCesS Confidential - All Employees
> Restrictions and protections stay with the files Do Net Forward

and emails regardless of the location Encrypt

Highly Confidential \ All Employees




Get visibility into cloud app use with Cloud App Discovery

> Discover cloud app usage to understand
shadow IT risk

» Understand the security of your SaaS apps
with risk assessment for 16,000+ cloud apps

> Understand usage patterns and identify high
risk users. Export data for additional analysis

) Prioritize applications to bring under IT
control and integrate applications to enable
single sign-on and user management

Note: We are rolling out the full Azure AD Premium P1 capabilities to new Microsoft 365 Business
Premium customers. Rollout to current Microsoft 365 Business Premium subscribers is scheduled thereafter
over the next few months. For more details refer to the blog announcement.
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Cloud App Security

336.0c

» Tra

» View all apps | Al categories

ffic

127 GB
56.0 GB
250GB
235 GB
225GB
221 GB
152 GB

9.1GB
42GB
3.4 GB
23GB
1.6 GB
13 GB
13 GB

12 GB

*2341GB
¥ 101.9 GB

195.9 GB
27.0 GB
243 GB
22,5 GB
221 GB

e 7 @&
labal Last 90 days~
C + Create policy
57 Cloud Discovery alerts 1
k | Il categ by |Traffic
I
| R
Total
£ Config
T Il by |Traffic
jot 1224 GB
128GB
CONTQSO/Jane Smith 81GB
CONTOSO/Alice 4.0GB
User_p87nFwYcNy_AIFpC4EmgzWVTQdPOS-HbimNQQvAKEaw= 2.6GB
Il categori


https://techcommunity.microsoft.com/t5/small-and-medium-business-blog/azure-active-directory-premium-p1-is-coming-to-microsoft-365/ba-p/1275496

~m Microsoft

Recap: Microsoft 365 Business Premium helps you
secure your organization’s work from home
environment



Run your business from anywhere, with peace of mind

With Intune, | can
easily secure
ATP helps 0 personal and

protect from company owned
% phishing devices
' =
Y L

With App Proxy and
WVD, employees can

access critical on- ﬁleFl’pasnacml‘e%ILlF;rd
premises apps my data

.
|
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Why choose Microsoft 365 Business Premium?



Microsoft 365 Business Premium

Enable your business to run from anywhere, with peace of mind

Comprehensive and easy to use
One solution for productivity and security
Cloud platform simplifies deployment

Gets you up and running quickly

L | \EES
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Enables secure remote work
Collaborate using Microsoft Teams
Secure your identity, data and devices

Provide remote access and virtual desktops

Reduces costs
Eliminates costs of multiple point solutions
Reduces helpdesk costs

Eases licensing complexity



Integrated security solution that's easy to use helps reduce
operational costs

Advemeed Thmet Eratectar B $12.50 for Microsoft 365 Business Standard

Intune
Azure AD Premium Plan 1 + $750 for these security features
Azure Information Protection Premium P1 — $20.00 for Microsoft 365 Business Premium

Device Antivirus

All in one solution that helps your business run from anywhere,
Autopilot with advanced security value

Windows Virtual Desktop license

Reduce your overall helpdesk and operational costs with a
Windows Upgrade rights / comprehensive solution that is better integrated with Microsoft
Teams, Office apps and Windows

All prices per user/per month



Microsoft's unique vantage point on security

Identity Documents Blocked

630B+ 600B + 5B+

! Platforms J \ Transactions / \ Threats J

N Trillions of signals, unparalleled diversity /



Microsoft Security—a
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Access
Management

Cloud Access
Security Brokers

*Gartner "Magic Quadrant for Access Management,” by Michael Kelley, Abhyuday Data, Henrique, Teixeira, August 2019
*Gartner "Magic Quadrant for Cloud Access Security Brokers,” by Steve Riley, Craig Lawson, October 2019

*Gartner "Magic Quadrant for Enterprise Information Archiving,” by Julian Tirsu, Michael Hoech, November 2019
*Gartner “Magic Quadrant for Endpoint Protection Platforms,” by Peter Firstbrook, Dionisio Zumerle, Prateek Bhajanka, Lawrence Pingree, Paul Webber, August 2019
*Gartner "Magic Quadrant for Unified Endpoint Management Tools,” by Chris Silva, Manjunath Bhat, Rich Doheny, Rob Smith, August 2019
These graphics were published by Gartner, Inc. as part of larger research documents and should be evaluated in the context of the entire documents. The Gartner documents are available upon request from Microsoft. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology
users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, express or implied, with respect to this research, including any warranties of merchantability

or fitness for a particular purpose. GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and is used herein with permission. All rights reserved.

Enterprise
Information Archiving

Endpoint
Protection Platforms

Unified Endpoint
Management Tools



Microsoft Defender consistently rated top AV

AV-TEST: Protection score of 6.0/6.0 in the Windows DEfender AChieves IBESt

1 . .
latest test Antivirus' Status
BY MATTHEW HUMPHRIES 6 AUG 2019, 12:30 P.M.
_ 1 . 1 1 AV-TEST awarded Microsoft's security solution its top score and ‘Top Product’ award, which only 3
2 AV CO m pa rat|VeS. P rOteCt on ratl n g Of other (premium) antivirus products achieved.

99.9% in the latest test

3 SE Labs: AAA award in the latest test
1 6.0/6.0 il 999% O ana

Protection score Real-world protection Award from SE Labs
MITRE Industry_leading OptiCS and detection in AV-TEST in AV-Comparatives in past 3 cycles
4 . Achieved perfect protection Consistently improved score Achieved 99% total accuracy
Ca pa bl I |t|es score in past 7 cycles n past 3 cycles rating in latest cycle

https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/top-scoring-industry-antivirus-tests



https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/top-scoring-industry-antivirus-tests
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Next Steps



Learn More:

Closer look at security concepts and Microsoft 365 Business
Premium:

https://www.microsoft.com/yournewcso

Product documentation, Licensing comparison and FAQs:
https://aka.ms/M365BP



https://www.microsoft.com/yournewcso
https://aka.ms/M365BP
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